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Permission Information

QuickHire Federal 3.5 has 26 different permissions that can be combined to grant access to various different modules within the system.  In addition, permissions can be used to control access to data within such modules as the Vacancy Builder or the Applicant Manager.  This document is designed to take you through an explanation of all of the permissions.  Then suggestions are provided to help with the initial set up of the system and examples of how permissions can be combined to set up some basic types of users.

Permissions that control access via department.

In QuickHire Federal 3.5, all information is grouped into one organization.  This organization is subdivided into departments.  Each department can be subdivided further into child departments.  Although certain information, such as the Question Library, Job Series and Templates, are shared across the entire organization, regardless of the following permissions, vacancies are assigned to one department within the organization.  In addition, all users are assigned to a department within the organization. This allows a user's access to vacancies to be restricted at a department level.  

The following permissions define a user's access based on department. Please note that a user's access to modules are defined by other permissions in addition to ONE of the following permissions.  

All Organizations (All Departments)
Allows the user to see all information for all organizations and all departments.  This user has access to the entire database, assuming other permissions have been granted.

The system does support setting up additional organizations within the system.  Because all data is grouped by organization, additional organizations require the separate maintenance of all data, including the question library and specific applicant and vacancy information.



Organization and Children (All Departments
User has access to the organization and any of its child organizations as well as all departments within the user’s assigned organization.  Users do not have access to organizations at the same level as the organization to which they are assigned. 



Single Organization, All Departments
Allows the user to see all departments within the organization to which they belong.  This user has access to the entire database, assuming there is only one organization.



Single Organization (Department and Children)
Restricts user to a department of one organization and any of the children departments of the selected department.  This allows a user to see the information belonging to the department or division of the organization to which they belong, as well as any information that may belong to subdivisions of their own department.  This user may not see any data belonging to subdivisions of the organization that are above them or even equal to, but outside of their department.  



Single Organization, Single Department
Limits users to working within and accessing data only within the assigned department in an organization.  The user does not have access up or down the organization \ department structure.  



Certain data within QuickHire can be controlled at the department level.  Access to certain modules is controlled through the following permissions.  The permissions have been divided into groups, where permissions related to a similar module are discussed together.   

The following permissions grant access to the various aspects of vacancy building.  

Build Question
Allows users to create questions.  Users without this permission do have access to the entire question library, but may not create new questions.  



Build / Edit Vacancy
Allows the user to create new vacancies or make changes to previously created vacancies.  



Templates
Templates allow the saving of formatted text for job descriptions.  Allows users to create new templates and edit existing ones.  Users without this permission can still access and use existing templates in the system.



Weights/Screen Outs 
Allows the user to create and modify weighting and screen outs based on applicants’ answers to questions. The points earned through the weighting of questions and the eligibility determinations based on the screen outs are then used to rate applicants.



Approve Vacancy
Allows users to approve vacancies.  Vacancies must be approved, before they are posted to the web.  As such, applicants can only view or apply to approved vacancies.



The following permissions control the roles played by a user during the applicant management process.  The roles are assigned during vacancy creation.  In addition, some of these permissions grant access to the various applicant manager tools.  

HR Manager
Allows users to select applicants from the BQ list to hire.  A user with this permission is allowed to choose to either view only vacancies to which they are assigned or to view applicants for all vacancies.  

Each department must have at least one user with this permission, as all vacancies use this permission to determine who can see the list of applicant in the Applicant Manager. 



Designate as Best Qualified
Allows users to filter out the Well Qualified applicants and mark them as Best Qualified, from which an applicant is then hired.



Selecting Official
Allows users to select applicants from the Best-Qualified applicants, but cannot actually hire anyone.  Each department must have at least one user with this permission.  



Generate Certifications
Allows users the ability to generate a certificate of eligibles for a vacancy.



Job Tracking
Allows users to create and view tracking records for vacancies and applicants.



The following permissions grant access to the various reporting tools within the system.  

Canned Reports 
Allows users to access reports that are available from the Reports menu.  These are pre-designed reports, which can not be modified by the user.  



Ad Hoc Reports
Allows the user to design custom reports, including what information is included and how it will appear on the report.



Demographic Reports
Allows users to view and run the Demographic Reports.



Data Mining
Allows users to run the Data Mining tool.  This is a unique query tool that allows the user to find candidates based on user specified answers to select questions.



The following permissions grant access to database management modules within the system.  

Add Modify Users
Grants a user the ability to create, manage and delete QuickHire user accounts.  This includes changing permissions and updating personal information.  In addition, this user may see user passwords.  



Data Administration
Allows users to use the Data Administration tool.  Here all organization wide information is created and modified.



Delete Organization
Allows users to delete organizations.  Please note that any data deleted must be recreated.  There is no Undo function.



The following permissions control the roles played by a user during the applicant management process.  The roles are assigned during vacancy creation.  

System Administrator
Grants users access to system settings.



Allow Save on Winframe
Allows users to save files, such as Ad Hoc and Custom Reports, to the Citrix Winframe server, as opposed to saving it to the local server.  



Web Admin
Allows user to see applicants on the admin side of the web application, as well as all jobs with best qualified candidates in the Hiring Manager view.  User can also run Hiring Reports, as well as view the certificates for the vacancy.



Search Multiple Organizations
Allows users to run candidate resume searches across all organizations in the database.

In QuickHire Federal 3.5, users are managed in groups, instead of as individuals.  This allows you to update an entire group of users at one time, instead of having to update each user individually.  The following are some suggestions that we have come up with for different types of users.  With each type of user is a list of suggested permissions.

Note that a user may be a member of any combination of user groups. Users in multiple groups will be granted access to all possible combinations of permissions. 

HR Assistants 

These are basic users of the software.  These users have limited access to data and can not create nor edit existing reference data.  These users create vacancies, manage applicants, but do not approve vacancies nor select and hire applicants.  They may run canned reports, as well as querying the data for specific information.

· Single Organization (Department and Children)

· Build / Edit Vacancy

· Designate as Best Qualified

· Generate Certifications

· Job Tracking

· Canned Reports 

· Data Mining

· Ad Hoc Reports

HR Personnelists

These users are able to do all of the same functions as the HR Assistant, but may approve their own vacancies and may make selections from a certificate.  These users may manage template information.  

· Single Organization (Department and Children) or Single Organization(All Departments)

· Build / Edit Vacancy

· Templates

· Weights/Screen Outs 

· Approve Vacancy

· Designate as Best Qualified

· Selecting Official

· Generate Certifications

· Job Tracking

· Canned Reports 

· Ad Hoc Reports

· Demographic Reports

· Data Mining

HR Managers

In addition to all of the permissions granted the HR Personnelists, these users may also manage templates, create questions, hire applicants.  It is recommended that at least one person per department have the ability to create questions and hire applicants.  The HR Manager permission grants viewing access to all applicants in any vacancy to which the user has access, so we suggest granting HR Manager permission discerningly.  Question creation permission should also be used cautiously as it can lead to bad or duplicate data.

· Single Organization (All Departments)

· Build / Edit Vacancy

· Build Question

· Templates

· Weights/Screen Outs 

· Approve Vacancy

· Designate as Best Qualified

· Selecting Official

· HR Manager

· Generate Certifications

· Job Tracking

· Canned Reports 

· Ad Hoc Reports

· Demographic Reports

· Data Mining

· Search Multiple Organizations

· Web Admin

· Add Modify Users

Database Administrators

These users are designed to manage all reference data in the system.  This person may be a member of one of the other permission groups.  Users in multiple groups will be granted access to all possible combinations of permissions. 

· Single Organization (All Departments)

· Build Question

· Templates

· Data Administration

· Add Modify Users

· Canned Reports 

· Ad Hoc Reports

· Demographic Reports

· Data Mining

· Search Multiple Organizations

Super DB Administrator / System Administrator

This user group is designed to manage all reference data in the system, as well as having access to any aspect of QuickHire.  The one permission that should be controlled in this list is the System Admin permission, which allows the user to set default system wide settings, such as auto-generation of the vacancy number or the user of core questions.  It is recommended that only one or a few trusted people in the entire organization have complete access to the system, including the System Admin permission.  Generally this has been the individual responsible for implementing and managing the QuickHire Product.

· Single Organization (All Departments)

· Build / Edit Vacancy

· Build Question

· Templates

· Weights/Screen Outs 

· Approve Vacancy

· Designate as Best Qualified

· Selecting Official

· HR Manager

· Generate Certifications

· Job Tracking

· Canned Reports 

· Ad Hoc Reports

· Demographic Reports

· Data Mining

· Search Multiple Organizations

· Web Admin

· Add Modify Users

· Data Administration

· Delete Organization

· System Administrator

Job Analysis

This user is granted access to QuickHire information through an internet browser.  This is a user that will not be accessing QuickHire itself.  The user will be able to view the Job Analysis module.  
· Single Organization (All Departments)

· Web Admin
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